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In this paper, we present a novel failed flow dispersion estimation technique, called multi-window state map (MWSM), which

requires a small amount of memory and a constant number of memory accesses for implementing the multi-resolution concept

(e.g., MRDS). We then extended the proposed MWSM scheme into a complete port scan detector. The simulation results with real-

world traffic traces indicate that the proposed estimation technique manages the expected relative error and average standard

error of less than 0.8% and 9%, respectively, while limiting the memory consumption to less than 60% of MRDS. In addition, the

number of false positives decreases by 61% compared 1o a scan detector based on MRDS when it is extended to a complete scan

detector. Owing to its simple mechanism and architecture, the proposed technique is well suited to hardware implementation.

Therefore, we believe that the proposed technique is practically viable in modern high-speed intrusion detection systems,

Flow estimation, IDS, Multi-resolution, MWSM, Port scan

Complete scan, Estimation Technique, False positive, Flow dispersion, Flow estimation, Hardware Implementation, High speed

network, Intrusion Detection Systems(IDSs), Intrusion detection system(IDS}, Multi-resolution, Number of memory accesses
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Proxy-RED: An AQM Scheme for Wireless Local Area Networks
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o X8 Wireless access points (APs) act as bridges between wired and wireless networks. Since the actually available bandwidth in wireless
networks is much smaller than the bandwidth in wired networks, there is a disparity in channel capacity which makes the access
point a significant network congestion point in the downstream direction. A current architectural trend in wireless local area
networks (WLAN) is to move functionality from APs to a centralized gateway in order 1o reduce cost and improve features. In this
paper, we study the use of RED, a well known active queue management (AQM) scheme, and explicit congestion notification
(ECN) to handle bandwidth disparity between the wired and the wireless interface of an access point. Then, we propose the Proxy-
RED scheme, as a solution for reducing the AQM overhead from the access point. Simulations-based performance analysis indicates
that the proposed Proxy-RED scheme improves the overall performance of a network. In particular, the Proxy-RED scheme
significantly reduces packet loss rate and improves goodput for a small buffer, and minimizes delay for a large buffer size.
Copyright @ 2006 John Wiley & Sons, Ltd.
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